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Practitioners and academics recognize the importance of innovative intel- Received 12 March 2024
ligence organisations. However, we know little about how intelligence Accepted 23 July 2024
organisations innovate and what challenges they are being confronted KEYWORDS

with. Drawing upon intelligence studies as well as innovation and orga- Innovation; innovation
nisational studies this paper forwards a conceptual framework to answer capability; intelligence
the question: how do intelligence organisations innovate? To address this, transformation

we introduce the concept of innovation capability, an organisation’s

potential to innovate. The paper identifies seven attributes of innovation

capability and explores these attributes within intelligence organisations.

The attributes are: (1) vision and strategy, (2) competence base, (3) orga-

nisational intelligence, (4) creativity and idea management, (5) organisa-

tional structure, (6) culture and climate and (7) management of

technology. The paper concludes with an agenda for further research.

Introduction

The concept of innovation is en vogue in intelligence. Practitioners and academics recognize the
importance of innovative intelligence organisations. In one of the few academic articles addressing
this topic, Petrelli states that policymakers and practitioners in both the US and the EU agree that
‘intelligence systems operating under the present conditions of competitive interdependence, rapid
technological change, and resource scarcity must innovate at a sustained pace in order to remain
effective’.! Despite its importance, however, we know little about how intelligence organisations
innovate and what challenges they are being confronted with. Much of the knowledge available is
dispersed amongst think tanks and academia.” Meanwhile, intelligence agencies have their own
information, documented both through case studies as well as through employee experience. Most
studies focus on the changes in the environment such the rise of disinformation® or the role of
private sector” rather than on the implications for intelligence organisations themselves. And if they
do so, these studies emphasise technological innovation, while overlooking other types of innova-
tion such as related to organisational processes or human capital.’

This leads to the main research objective of our paper. We forward a conceptual framework
to answer the following question: how do intelligence organisations innovate? Drawing on
Coulthart et al.’s” call for multidisciplinary approaches to intelligence studies, this paper weaves
the innovation studies and organisational studies literatures. Based on this, we introduce the
concept of innovation capability, which is an organisation’s potential to innovate.”
Subsequently, we take this concept as our theoretical lens and reflect on the capability of
intelligence organisations to innovate. We do this making use of the limited intelligence studies
literature that addresses this topic as well as grey literature and additional documents. The
paper concludes with an agenda for further research.
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Innovation in intelligence studies

The theme of innovation is virtually absent in intelligence studies. In 2023 Coulthart and Rorissa®
performed an extensive survey of almost six thousand journal articles in intelligence studies. The
topic of innovation was only very scarcely addressed in these articles. This resonates with Petrelli
who stated that ‘no sub-field of inquiry specifically devoted to the theoretical study of the nature and
process of innovation can be found in intelligence scholarship’.’

There are, however, some attempts to conceptualise innovation within intelligence. Petrelli,'° for
example, investigated the links between (intelligence) requirements, experimentation, and synthesis
in net analysis, for the purpose of theory development of intelligence innovation. Schmid'" applied
a theory of military innovation to intelligence organisations, while Wolfberg'? highlighted the theme
of the innovative intelligence organisation making use of organisational learning literature. And
Zegart'® used insight from organisational theory to explain failure of adaptation of the intelligence
community after 9/11. Other publications within intelligence studies that investigate innovation
focus on external changes'* or specific organisational processes.'® Together, these publications offer
only a rudimentary and fragmented conceptual foundation.

There are several other publications that address how intelligence organisations change, without
directly linking the subject matter to the theme of innovation. These studies primarily deal with
incorporation of (information) technologies in order to remain effective or increase effectiveness in
a changing world, and the consequences for the intelligence community.'® A small number of
publications specifically deals with the so-called ‘Revolution in Intelligence Affairs’, highlighting
the changing environment and the information revolution, as well as the consequences for the
intelligence community, without addressing inner workings on how this change should come
about.'” Former intelligence officials have also written about their experiences implementing new
ideas and technologies. In his biography, former director of the CIA John Brennan recalls his efforts to
restructure that organisation and create the Digital Innovation Directorate.'® An influential study
conducted by General Michael T. Flynn, the senior intelligence professional of the International
Security and Assistance Force (ISAF) in Afghanistan, along with two other intelligence professionals
opted to change the intelligence structure of western forces in Afghanistan to adjust the intelligence
effort to the operational environment."”

In sum, the intelligence studies literature widely recognizes the importance of innovation, but
provides only very limited insights on how intelligence organisations exactly innovate and what
problems they are being confronted with. To address this, we now turn to the organisational studies
literature.

Innovation capability

Innovation is a difficult phenomenon to study. While thousands of publications address the topic of
innovation, there is no consensus on what constitutes ‘innovation’. Generally, in order to classify as
an innovation, there must be a situation of implementation of a novelty, mostly a new process or
new product. This novelty could be relative or absolute, and incrementally or radically
implemented.?® Based on these general notions, we define innovation in this paper as: any change
in the way an (intelligence) organisation operates, sudden or gradual, using new processes, concepts,
and/or leading to new products or services.”'

Many practitioners and academics have suggested that innovation and its management may be
sector, industry or organisation specific. Even so, Tidd et al.** provide evidence that a number of core
attributes exist which aid effective innovation outcomes. Organisational studies literature has introduced
the term innovation capability to incorporate such core attributes. Innovation capability is generally
understood as the organisation’s potential to innovate®* and innovation can only occur if an organisation
possesses some level of innovation capability. A classic definition is provided by Lawson & Samson* who
define it as: ‘the ability to continuously transform knowledge and ideas into new products, processes and
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systems for the benefit of the firm and its stakeholders’. While initially developed for private sector
organisations, innovation capability has been implemented in several other studies of the public sector.?®
There are three common characteristics of innovation capability:*®

e Innovation capability is an asset or organisational property.?’ Following Forsman,”® Narcizo
et al.?® argue that innovation capability ‘is related to the ability of the organisation to engage in
experimentation, learning, adaptation, heuristics, and know-how'.

e It is ‘an organisational process, practice or high-level organisational routine’.*°

e Organisations can vary in levels of innovativeness from very low to very high.! In this respect,
Lawson & Samson state that the higher the level of innovation capability possessed by an
organisation, the more effective its innovation performance will be.

Assessing the innovation capability of organisations is difficult. This is because it ‘is an enabling set of
attributes and is detectable only when exploited; (...) [and] possibly requires a combination of
factors, both hard and soft, interacting in a complex gestalt; (and) may not be unitary and may vary
between organisational levels, configurations, national or firm- specific cultures, distinctive strate-
gies, different threat levels, technological complexity or other factors’.3? In line with this observation,
Lawson & Samson>? note “there is no clear agreement of what the real variables of innovation
capability might be, and that there are likely to be disagreements as to how best ‘cut the innovation
cake”. Still, it is possible to discern the main categories and relate them to intelligence organisations

Attributes of innovation capability

The attributes of innovation capability are divided into categories by different researchers.>* We
draw upon the seminal work by Lawson & Samson®® who, based on the literature on the manage-
ment of innovation, as well as best practice models, suggest that innovation capability consists of
seven attributes.3® Table 1 provides a description of each of these attributes. The following sections
explore these attributes within intelligence organisations.

Table 1. The seven attributes of innovation capability.

Attribute Description

A Clear Vision and Strategy A cohesive and clear strategy for innovation articulated by organisational leadership
Harnessing the Competence Base Organisational processes for channelling resources to innovation

Organisational Intelligence Ability to learn from customers and about competitors

Creativity and Idea Management Organisational routines for generating and capturing new ideas

Organisational Structure An organisational structure that allows for innovation processes

Culture and Climate An organisational climate that allows for risk taking and ambiguity

Management of Technology Understanding and absorbing emerging technologies

A clear vision and strategy

A common vision and strategic direction are crucial to innovation as they determine the configura-
tion of resources, products, processes and systems that organisations adopt to deal with their
environment. As Lawson & Samson states, ‘without a strategy for innovation, interest and attention
become too dispersed’.’

Analysing the innovation strategy and vision of intelligence organisations is not an easy task. Most
strategy documents are classified and for internal use only. Several organisations have revealed part
of their vision or strategy in speeches of their leadership or in annual reports. In a keynote speech the
CIA Deputy Director for Digital Innovation argued that ‘innovation, taking risks, experimenting,
iterating and failing smartly, isn't just the best way forward. For those who are charged with ensuring
America’s national security, it's the only way forward’.3® And the director of the Netherlands Defence
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Intelligence and Security Service (NLDISS), Major-General Swillens, argued that ‘Working in the
context of continuous change is our core business. Developments are taking place in quick succes-
sion, and constant innovation and improvement are our reality. Stagnation equals decline’>®

In many cases these expressions remain rather abstract and mainly stick to the statement that
innovation is necessary. Or as the former director of GCHQ Jeremy Fleming said, ‘to grab the

innovation initiative’.*® Blank*' reflected on this, arguing:

“While all of our defense and intelligence agencies will tell you that innovation is one of their pillars, innovation
actually is an ill-defined and amorphous aspirational goal, while the people, budget and organization continue
to flow to execution of mission.”

Overall, only limited attention seems to have been paid to operationalizing innovation strategy.*? In

an attempt to do so, NLDISS has recently published an innovation strategy labelled the Innovation
Agenda. This document defines the innovation objectives of NLDISS and identifies several measures
to enhance the innovation capability of the organisation. These include directing the innovation
efforts, allocating financial resources to stimulate innovation, strengthening the organisation and its
cooperative relations with the Ministry of Defence, knowledge partners as well as the private
sector.*®> The US intelligence community has included several of these innovation goals such as
a diverse work force and reaching out to external partners in the US National Intelligence Strategy
2023.

Harnessing the competence base

Harnessing the competence base is the implementation of resources to enable innovation. We focus
on four here: partnerships, diversity, expertise and leadership. External partnerships provide new
ideas to an organisation. Relevant partners include other national intelligence organisations,**
academia,*® open-source collectives*® as well as the private sector.”” With regard to the latter, the
director of the UK’s Secret Intelligence Service remarked: ‘we cannot hope to replicate the global tech
industry, so we must tap into it.*®

Managing these different partnerships is an important challenge, particularly for organisations
that are intrinsically secret and quite closed. While the focus is often placed on formal cooperative
structures, recent research reveals that mutual trust and social relations are equally important, if not
more s50.*° Ties between intelligence professionals are founded on reputation, acknowledged
professionalism, and shared characteristics. This helps them to bridge the divides created by
nationality, organisation, or even conflicting interests. At the 2023 conference of the Netherlands
Intelligence Studies Association, the director of NLDISS argued that ‘intelligence and security services
need to be smart cooperators to keep their concepts, modus operandi and technological base up to
par’.>® While the concept of being a smart cooperator sounds promising and stimulates personnel to
reach out, it remained unclear how this concept could be implemented.

Diversity is another important enabling factor for a robust competence base. Cultural diversity is
often viewed as the primary expression of diversity, based on race, skin colour, religion, gender,
sexual orientation, socio-economic background and age. In addition to this, cognitive diversity is also
important since it offers different perspectives, experiences and ways of thinking.”' In his book Rebel
Ideas, Matthew Syed suggests that complex (intelligence) problems must be viewed from different
perspectives to release a group or organisation from the constraints of conventional frames of
reference and thought patterns.>?

A classic example of the importance of diversity is the CIA's failure to pick up on the various
signals that preceded the 9/11 terrorist attacks, a failure that can be attributed partly to the
predominance of highly educated white males on its staff.>* To prevent such failures, Callum argues
that it is crucial ‘to infuse the IC with a competitive heterogeneity of ideas, cultures, and mindsets by

pursuing increased diversity and pluralism’.>*
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An organisation with a deep competence base also has expertise in areas related to particular
innovations. This closely relates to cognitive diversity. Given the significant innovations in the
technical domain such as quantum computing, Al and blockchain, it is increasingly important for
intelligence organisations to recruit and hold on to people with expertise in science and technology.
Facing competition with many other knowledge-intensive organisations in the current employment
market, intelligence organisations creatively attract people with a technical background through
initiatives such as summer schools or hackathons. But despite this obvious need, Knopp et al.>® state
that it remains unclear what data science skills and knowledge intelligence organisations require.
They stress the importance of identifying the ‘desired output as precisely as possible, whether it be
the transactional purchase of data or the development of in-house data analytics’.

A fourth and final factor related to the competence base is an organisation’s leadership.
Organizational studies widely acknowledge that leadership plays a vital role in fostering innovation.
As such leadership can enhance organizational creativity, launch and drive innovation projects, and
implement innovation projects as well as overcome resistance.>® With respect to leadership in
intelligence organisations, the literature includes many descriptive memoirs of intelligence
leaders.>” For instance, General Flynn’s report mentioned earlier was part of the redirection of
western activities towards counterinsurgency efforts led by General McChrystal.>® More recently,
intelligence scholars such as Walsh>® have adopted leadership theory to analyse intelligence leader-
ship. Walsh identifies and applies different leadership types such as transformational leadership to
the intelligence domain. He concludes there is no set of normative theories on intelligence leader-
ship and argues that ‘leadership development in the intelligence context remains sub-optimal’.?° As
a result, it would be good to test theoretical perspectives to generate evidence regarding what type
of leadership could enhance innovation in intelligence organisations and how.

Organisational intelligence

Organisational intelligence is about learning from customers and learning about competitors.®! In
intelligence organisations, the concept of organisational intelligence is slightly confusing as it refers
to their raison d'étre. As a result, we focus on organisational learning to address this element. The
literature on organisations distinguishes between single loop learning, double loop learning, and
triple loop learning.%? Table 2 provides a description as well as examples of these types of learning.

Table 2. Different types of organisational learning.

Type of Loop & Description Examples

Single Loop Learning: making relatively simple adjustments and Intelligence analysts experiment with open source software
implementing corrections and integrate it into their workflow

Double Loop Learning: reframing and perceiving subjects in Reorientation of an intelligence organisation’s paradigm
a new way

Triple Loop learning: developing new processes or methods to  Intelligence organisations experiment with new working
enable reframing and new perspectives arrangements and internal relationships

There are clear examples of single loop learning within intelligence organisations. Learning is
continuous at both individual and team levels. For example, employees increasingly use open
sources and data analysts experiment with the available software applications and models.
However, most organisations seem to have few formal procedures to codify experiences and lessons
learned. While some employees register their experiences and lessons (often in self-designed
formats), others pay little attention to this, resulting in fragmentation and preventing structural
comparisons and analyses of the lessons learned. In addition, managers often prefer operational
personnel such as collectors or analysts rather than personnel charged with registering and codifying
acquired knowledge.®® Although this may be understandable from an operational perspective, it is
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detrimental to the organisation’s learning ability. Finally psychological security plays an important
role in learning ability. This concerns the capacity for critical self-reflection and criticism of the team
and the organisation based on the expectation of constructive feedback from colleagues and
managers when doing so. Only then will an organisation learn.

The double loop learning level represents a gradual change in the approach to intelligence issues.
This is reflected in the shift from the traditional to the new intelligence paradigm, which is depicted
in Table 3.

Table 3. The traditional versus new intelligence Paradigm.®*

Traditional Paradigm (solving New Paradigm (performing adaptive
Characteristic incomplete puzzles) interpretations)
Nature of Threat Predominantly military Predominantly non-military
Information Requirements Limited: emphasizes secrets Enormous: most required information is not secret
Nature of Indicators (piece to Large and small pieces All pieces are small
puzzles/adaptive
interpretations)
Importance of pieces Large pieces are more important The value of each small piece can change from
than small pieces. Values are static. moment to moment
Durability of Solutions Relatively constant: ‘Picture’ Dynamic: Values of pieces and, therefore, meaning
experiences slow, incremental of adaptive interpretations, change rapidly
changes.
Need for updates to analysis Periodic (to detect major changes)  Continuous

Lahneman, National Intelligence Agencies and Transnational Threats.

With awareness of this paradigm shift gradually dawning, it is important for intelligence organisa-
tions to develop new processes or methods to enable an adequate response. This constitutes the
third level of learning: triple loop learning.

One of the greatest challenges at this level is the use of open source information (OSINF).
The conflict in Ukraine has reinforced the importance of using OSINF to create open source
intelligence (OSINT) products.®®> There are many examples that illustrate this, ranging from
the satellite data provided by Maxar Technologies to the Live Universal Awareness Map
(Liveuamap),®® which tracks near real-time battlefield developments and depicts these on
a map. OSINT has several advantages. For example, OSINT enables already available intelli-
gence to be placed in a broader context, it is less expensive than other intelligence
capabilities, it can be used to compare intelligence products from different services, and it
can easily be scaled up and disseminated.®’

Intelligence services are taking notice of the need to incorporate OSINT into their work-
flows. The Central Intelligence Agency’s Deputy Director for Digital Innovation stressed in
a recent speech: ‘Today, in this really dynamic digital media environment, OSINT is one of our
richest sources of insight and our INT of first resort'.®® This observation reflects the OSINT
strategy the US Director of National Intelligence (DNI) released in March 2024. This strategy is
tellingly titled: “The INT of First Resort: Unlocking the value of OSINT.®® The National Geospatial
Intelligence Agency (NGA) has made similar advancements in geospatial intelligence. During his
tenure as director of NGA, Robert Cardillo significantly advanced his organisation’s use of open
sources and commercial imagery.”®

A second challenge in relation to the development of new processes and methods con-
stitutes the implementation of a data-driven working approach. While many teams mainly use
traditional and qualitative analyses, they now have to contend with major developments in
the technology and information domain. Only think of the ever-increasing volume of data as
well as the increasing computing power and data analysis models. This necessitates the
implementation of data-driven workflows. However, intelligence organisations face daunting
challenges in this regard. While some have a small number of employees with a background
in technical science, others struggle with potentially outdated infrastructure (including
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hardware, software and applications), data illiteracy of analysts and managers, the integration
between quantitative and qualitative analyses, and last but not least information
management.”’

Creativity & idea management

Creativity relates to organisational routines for generating and capturing new ideas. It is a crucial
attribute for organisations to deal with complex challenges. While some studies stress the importance
of creativity for intelligence organisations, there is hardly any study that emphasises this topic. In one
of the few exceptions, Marchio’? refers to the CIA, which in the late 70s organised multiple sympo-
siums and meetings addressing the issue of creativity. However, he suggests that these appear to have
had only limited impact. In addition to such symposiums and meetings, intelligence organisations
incentivize creative thinking by means of competitions and awards. The Galileo awards, that recognize
innovative ideas by US intelligence officers,”* provide a good example. Also, continuous learning
programmes for employees have been set up. These include opportunities to study internally (e.g.,
NIU) or externally (e.g., fellowship programs to study a degree outside of the IC).

Another option is establishing skunk works style teams. These are small teams of individuals who
work in an ‘enriched environment ... by escaping routine organisational procedures’ (Rogers 2004,
139).”* A famous example is the establishment of the CIA labs. Apart from increasing engagement
with academia, the labs also incentivised personnel to be creative. CIA employees could, for example,
obtain patents for the intellectual property they created. As a result, these employees could
financially profit rather than watching the private sector capitalise on their breakthroughs.”” In
a similar manner, the Israeli services have tried to foster creativity in their organisations. Shin Bet,
for example, has set up a tech garage in which start-ups try out new technology with Shin Bet
resources. In doing so, Shin Bet tries to ‘leave behind the public sector culture, in favour of pushing
hard for innovation and rewarding taking daring chances’.”®

In conjunction to the adoption of these skunk works style teams, intelligence organisations realise
that they have to move away from the lone genius paradigm. Although individuals still can have
large impact — only think of Elon Musk'’s Starlink and the connectivity it establishes in the Ukraine, the
complexity of the innovation challenges and the specialisation of most intelligence personnel
require interaction with others to generate ideas.”’

All these initiatives mostly focus on generating new ideas. Capturing these ideas and producing
solutions that can be implemented in intelligence organisations is a different story. As a positive
example, Richards Heuer Jr. imported many of the insights from behavioural economics to intelli-
gence through his work on cognitive biases by creating a series of articles and a monograph, The
Psychology of Intelligence Analysis. This research became the basis for structured analytic
techniques.”® Individuals such as Richards Heuer Jr. promote their ideas through their work in the
intelligence organisation. By empowering these so-called idea entrepreneurs, intelligence organisa-
tions can harness their innovation capabilities.

More generally, however, bridging the gap between idea generation and producing solutions is
very challenging for intelligence organisations. Blank’® critically reflects on this and bluntly argues that:

Accelerators, hubs, cafes, open-sourcing, crowd-sourcing, maker spaces, chief innovation officers, etc. are all
great but they tend to create innovation theater - lots of motion but no action. Great demos are shown and
there are lots of coffee cups and posters, but if you look at the deliverables for the mission over a period of years,
the result is disappointing. Most of the executors and operators have seen little or no value from any of these
activities.

An important reason underlying the gap between creation and implementation is related to bureau-
cratic organisational structure of most intelligence organisations.2° We will further elaborate on this
in the next section.
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Organisational structures

The structure of an organisation is of crucial importance to foster successful innovation.?’ Lawson
and Samson argue that ‘unless this structure and its resulting processes are conducive to
a favourable environment, other components of the innovation system are unlikely to succeed'.

Intelligence organisations are bureaucratic by nature. Following the German sociologist Max
Weber, a bureaucracy is a specific form of organisational structure which is defined by complexity,
division of labour, permanence, professional management, hierarchical coordination and control,
strict chain of command, and legal authority.?” There are, however, huge differences between the
institutional logics of such public bureaucracies and the dynamics driving innovation processes.
Table 4 summarises the main competing logics.

Table 4. Competing logics between public bureaucracies and innovation arenas.®*

Competing logics Public bureaucracy Innovation arena
Authority Hierarchical Horizontal

Focus Procedure Output & outcome

Priority Order, control and stability Creativity, experimentation, change
Perspective Intra-organizational Inter-organizational

As a result of these competing logics, innovation does not come naturally in most intelligence
organisations. To become more innovative, intelligence organisations need to pay more attention to
the logics that foster innovation. In this line of reasoning, they should a have a more horizontal
organizational structure, focus on their outputs and outcomes at the expense of following the
procedures, have the freedom to experiment and emphasize relationships with external actors.
Dennis Blair, the former US Director of National Intelligence, seems to echo this claim when he
stated: ‘If we give our intelligence professionals the right missions, and clear away the obstacles in
front of them, those of us who have faith in them will also have the pleasure and privilege of
watching them produce amazing results’.#*

However, while the need for innovation is clearly present, intelligence organisations are simulta-
neously expected to perform their regular tasks with a high level of reliability. And, in doing so, they
have to comply with the existing procedures, norms and performance criteria. The main challenge
for intelligence organisations thus seems to find a balance between performing regular tasks and
being innovative at the same time.

The organisation literature has coined the concept ambidexterity to address this ability to do
thing at the same time. Empirical studies clearly show there are organisations adopting such
a simultaneous approach and achieve very positive results.®> The literature identifies several
approaches to ambidexterity. Structural ambidexterity relates to the design of an organization.
The crucial task is to not simply divide an organisation with one part focusing on the daily business
while the other addresses innovation but to integrate both parts in a meaningful way.®® Cyclical
ambidexterity entails that organisations follow a pattern of long-term stability and relatively minor
adaptations. This is then followed by a period of rapid and often radical changes.?’” This discussion
also takes place within intelligence studies where evolutions and revolutions happen
interchangeably.®®

A third and final approach is contextual ambidexterity. This approach stresses that ambidexterity
differs per context and level in the organization. In particular, intelligence leadership should be able
to bridge the gap between innovative and conservative practices.®’ It is, however, often tempting to
favour daily business at the expense of innovation as the latter is often inefficient and includes many
bad ideas as well.”° A large study into S&P 500 companies in the United States revealed that
80 per cent of the organisations underemphasized exploration and innovation and
overemphasized day to day exploitation.”’
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Culture and climate

Closely related to organisational structure, the appropriate culture and climate within an organisa-
tion are also important to innovation success (Lawson and Samson 2001). With regard to the US
intelligence community, the authoritative CSIS report Maintaining the Intelligence Edge even states
that ‘the primary obstacle to intelligence innovation is not technology, it is culture’.”? Although
culture has no fixed meaning it is widely seen as ‘the collective programming of the mind’,” ‘a
pattern of shared basic assumptions’* or ‘the whole of values, norms, virtues, habits and beliefs,
meanings and styles, the informal restrictions and permissions -including punishments and rewards-
that make the machinery work’.>®

During the last decades, the intelligence studies literature has seen a surge of publications
addressing intelligence cultures.”® Many of these focus, however, on national intelligence cultures
and are mostly descriptive and anecdotal. Far less attention has been paid to the role of culture in
intelligence organisations. One of the exceptions is the CSIS report. When referring to intelligence
innovation it states that:

At their core, many of these problems stem from an IC [Intelligence Community] culture that is resistant to
change, reliant on traditional tradecraft and means of collection, and—ironically, given popular perception—
averse to risk-taking, particularly to acquiring and adopting new technologies and integrating outside informa-
tion sources. In sum, IC culture must adapt to take and reward calculated risks.

Two inter-related cultural traits stand out from this observation: the resistance to change and the
aversion to risk-taking. Resistance to change is a key topic in Public Administration’s change
management literature and should be seriously considered to help intelligence organisations
innovate. There are many different sources of resistance that are under-researched on intelligence
organisations. These sources include the perception amongst organisational members why change
is needed, a low motivation to change (e.g., direct costs of the change, past failures), a lack of creative
response, departmental politics, as well as leadership inaction.” The slow adoption of OSINT in many
organisations is an illustrative example. Despite its clear advantages as well as the legal requirement
to deploy the most accessible collection sources first, intelligence organisations seem reluctant to
adopt OSINT. Reasons that are often mentioned include the higher esteem of classified intelligence
capabilities as well as a decrease of the exclusive character of intelligence organisations that sets
them apart from think tanks, research institutes and collectives such as Bellingcat.”®

Closely related to the resistance to change is the aversion to risks. Most innovations require multi-
year commitments from leaders. Many intelligence leaders are, however, only in their positions for
a short period of time. This makes them hesitant to spend much time and resources on innovation
within their organisations. Especially if these are already strained. And at a working level operators
and analysts often trust longstanding procedures. This makes it more likely that they will discard
innovative, but often unproven, practices or technologies.

Interestingly, the cultural trait that distinguishes intelligence organisations most from ‘ordinary’
organisations, namely secrecy,”® is not exhaustively studied. Braat even states that, with a few
exceptions,'® “intelligence studies show little interest in singling out secrecy as a topic of research
that might improve our understanding of ... intelligence communities’. Secrecy, however, largely
influences the capability of intelligence organisations to innovate. As intelligence organisations are
no longer the dominant power when it comes to innovations, they have to rely on partnerships with
outside actors (see also section on competence base).

Secrecy, which is generally defined as the intentional concealment of information, knowledge or
behaviour from the view of others, obstructs such partnerships. While in some cases intelligence
practitioners have clear guidelines on what to share and with whom, in many other cases there is
a considerable grey area and practitioners choose to be better safe than sorry in sharing their secrets
with outside partners. Braat explains this practice using the concept of goal displacement that occurs
‘when adherence to the rules, originally conceived as a means, becomes transformed into an end-in-
itself.'®" In this respect, Braat argues that ‘secrecy in intelligence and security services goes beyond
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mere functionality; it is transformed from a means to protect sources and methods into an end in
itself’. Braat concludes that this process leads to further dissociation from social contacts outside
intelligence organisations. As a result, joint innovation activities with partners do not reach their full
potential. Mechanisms that could help overcome this paradox include building trust, establishing
preferred partnerships, as well as leadership support.

Management of technology

The seventh and last attribute of innovation capability is the management of technology. In
literature on military innovation, technology features prominently as one of the main driving factors,
if not the most important one.'® For many decades, technology has been crucial for intelligence
organisations. However, the current pace with which new technologies emerge as well as their
(potential) impact on the effectiveness of intelligence organisations is immense. Present-day exam-
ples are numerous and include Al large language models such as ChatGPT,'®® cloud computing
services'® or blockchain technologies.'® As a result, intelligence organisations need to swiftly
understand, utilise, and absorb emerging technologies. Failing to do so ‘erodes traditional (...)
advantages’.'®

Intelligence studies scholars tend to take a deterministic approach towards the role of technol-
ogy. This approach assumes that within intelligence organisations change simply follows the devel-
opment of new technologies. As such, changes in tactics and organisational arrangements are
merely subsequent adjustments to a new technological reality. As an alternative perspective, social
technology researchers argue that human agency shapes how technologies are used.'®” As such,
users can figure out new and creative ways of using existing technologies that give these technol-
ogies different purposes. Consequently, the separation of technology and organisations is no longer
accepted. Scholars refer to the technology-based fabric of organisations and sociotechnical
practices.

To integrate technology, CSIS'®® highlights six key domains that intelligence organisations need
to manage. Table 5 outlines these domains.

Conclusion

Whereas many practitioners and academics alike emphasise the importance of innovation for
intelligence organisations, there is only limited knowledge how these organisations innovate and
what challenges they are confronted with. Making use of organisational studies literature, this paper
contributed to answering this question. More specifically we adopted the concept of ‘innovation
capability’, that is generally understood as the organisation’s potential to innovate. We adopted
a general framework that was initially developed by Lawson & Samson''® and used that to diagnose
intelligence organisations. The innovation capability framework consists of seven attributes, namely
vision and strategy, competence base, organisational intelligence, creativity and idea management,
organisational structures, culture and climate, and management and technology. For each attribute,
our analysis has revealed several indicators that characterise innovative intelligence organisations.
Table 6 summarises the seven attributes of innovation capability, including their descriptions and
main indicators.

Towards a research agenda

The framework of innovation capability is a useful starting point to answer important questions. We
consider two projects among a variety of alternatives: 1) a wide scale study of the ‘soil of innovation’
in intelligence and 2) a set of targeted studies on specific, important technologies. Both projects start
from the framework above and could be completed separately or in a complimentary fashion.
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Table 5. Domains of technology management.'®®

Domain Description Examples

Workforce & A workforce and organisational culture trained and ® Providing the workforce with digital skills
organisational incentivized to apply new technologies. across the spectrum from digital aware-
culture ness to literacy to fluency;

® The teaming up of analysts and case offi-
cers with technologists such as data
scientists, ML engineers, and product

designers;
® Building career paths for technology
experts.
Acquisition Acquisition processes that rapidly distribute technology ® Bridging the gap between the traditional,
processes to users for adoption. linear acquisition processes of many intel-

ligence organisations to the realities of the
dynamic and more iterative technology
development and operations cycles.

® Align users, acquirers and providers during
the acquisition process.

Strategic Strategic partnerships with the commercial sector, ® Build a robust intelligence innovation eco-
partnerships research community, and foreign partners to ensure system with like-minded partners outside
an innovation base supportive of IC needs. the IC to provide the technology, people,

and expertise.
® (ollaborate on sharing algorithms, models,
and data sets.
® Synchronise major technology invest-
ments with allies and partners.
Strategic R&D Investment in strategic R&D for gaining advantage in ® The intelligence community must acceler-
leap-ahead technologies. ate its own R&D efforts in areas unique or
acute to the IC.
® Strategic R&D requires accurate forecasts
of technological trends as well as assess-
ments of adversary strategy, capabilities,
and intentions in integrating technologies
into intelligence operations.
Infrastructure A robust IC infrastructure and architecture to exploit ® A multilayer cloud infrastructure that is
technology. diversified yet interoperable.
® Adopt best practices for software develop-
ment and deployment.
® Rather than risk avoidance, intelligence
organisations must adopt a risk manage-
ment posture. This would be an enduring
process of exploring, documenting, and
protecting the pedigree of the information
flowing into intelligence organisations’
systems and thinking.
Ethics and A clear framework of ethics and governance principles ® Determine common standards and best
governance to guide how technology is applied. practices for Al explainability in workflows
and analytic products.
® Increase transparency of biases inherent in
the data, how models are used, and their
impact on conclusion and confidence
levels.

The first project considers refining the innovation capability framework. Specifically, we can ask:
Which attributes described above are most important for innovation in intelligence organisations? From
a theoretical perspective answering this question would help direct future innovation studies in the
intelligence domain. Intelligence Studies scholars have examined how specific innovations, such as
net assessment, cognitive biases, and crowdsourcing have been introduced to intelligence agencies.
A better understanding of the most impactful attributes would help inform similar, future studies.
From a practical standpoint, it is useful to understand which attributes are most important for
improving the innovative capability of intelligence organisations. For example, if we understand that
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Table 6. The seven Attributes of Innovation Capability, including description and indicators.

Attribute Description Indicators in Intelligence Organizations
A Clear Vision and A cohesive and clear strategy articulated ® Strategy documents (internal and external)
Strategy by organisational leadership
Harnessing the Organisational processes for channelling ® Ability to engage multiple external stakeholders
Competence resources to innovation ® Diverse workforce
Base ® Relevant expertise
® |eadership
Organisational Ability to learn from customers and ® Making relatively simple adjustments and implementing
Intelligence about competitors corrections (single loop learning)
® Reframing and perceiving subjects in a new way (double
loop learning)
® Developing new processes or methods to enable refram-
ing and new perspectives (triple loop learning)
Creativity and Organisational routines for generating ® Mechanisms for idea generation and capturing (e.g.,
Idea and capturing new ideas existence of skunk works teams, employee idea
Management competitions)
Organisational A shift from bureaucratic logics to the ® Competing logics between public bureaucracies and
Structures dynamics driving innovation innovation arenas:
processes ® Authority (hierarchical versus horizontal)
® Focus (procedure versus output and outcome)
® Priority (order, control and stability versus creativity,
experimentation and change)
® Perspective (intra-organizational ~ versus inter-
organizational)
Culture and An organisational climate that allows for ® Resistance to change
Climate risk taking and ambiguity ® Aversion to risks
® Dealing with secrecy
Management of ~ Understanding and absorbing emerging ® \Workforce and organisational culture
Technology technologies ® Acquisition processes
® Strategic partnerships
® Strategic R&D
® |nfrastructure
[ ]

Ethics and governance

organisational climate and culture are more important than strategic vision, then intelligence
agencies would be well advised to focus resources on improving the latter.

Whereas the first project treats innovations as conceptually the same, the second project
examines them as discrete phenomena. This research agenda can examine innovations that impact
each of the main intelligence activities, such as collection, processing, analysis, dissemination, and
covert action. The Center for Strategic and International Studies (CSIS) has compiled a list of
emerging technologies. We describe each phase of the intelligence cycle with examples of potential
innovations with reference to the CSIS list and our own ideas:

e Collection: image recognition software, speech-to-text translation software, and other natural
language processing capabilities

e Analysis: Integration of open source information; New modes of report writing with Al assistance;
cloud computing capabilities; teleconferencing and other collaboration tools (e.g., wiki tools)

e Dissemination: automated reporting tools that generate short-term products from raw
intelligence;

Beyond the intelligence cycle process, scholars can examine other functions:

e Human capital management: new strategies for recruitment (e.g., innovative ad campaigns)

e Public relations: social media/public awareness campaigns

e Procurement: new organisational processes and contract mechanisms for identifying external
partners/technology
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In each of these cases scholars can investigate how specific attributes impact the ability of the
intelligence organisation to adapt a specific innovation.

There are theoretical and practical implications of undertaking this second research project. First,
focusing the research agenda on these standardised and accepted attributes helps clarify the
literature on innovation in intelligence. The Lawson and Samson''' framework provides
a common vocabulary between researchers. Second, several studies targeted at important technol-
ogies would provide a cross-sectional study of how secrecy impacts the innovation process. Such
findings would be useful for scholars in public administration who study how government entities
learn and adapt. The practical implications are clear: it is helpful for practitioners to understand the
conditions under which emerging technologies are adopted or rejected in intelligence communities.
For example, highly complex innovations like machine learning are of interest to intelligence services
but might be impractical in most that lack innovation capabilities. These studies can reveal these
difficulties.

Conducting a study of innovation capability in intelligence organisations is difficult but not
impossible. These organisations are great examples of difficult to access research problems, which
‘guard their secrecy, conceal their activities, decide who is allowed (not) to know, and have no
interest in being observed or understood by others’.''? Such difficult to access problems necessitate
the use of multiple data collection strategies since actors like intelligence organisations limit the
usefulness of a single method.

The scholarship on innovation capacity suggests there are several possible data collection
strategies: surveys, interviews, and case studies.''® Each of these methods could be deployed in
a single or series of studies to assess the relative importance of each element of innovation
capability. The most common method of data collection in innovation studies is the survey. Such
surveys ask employees questions that are connected to the elements listed above. For example,
a questionnaire might ask about their willingness to take risks at work (climate and culture) or the
extent to which they agree that their organisation has a clear strategy (vision and strategy). These
studies also usually include questions related to outcomes, such as the extent to which they feel their
organisation is innovative. A similar strategy might be feasible in specific intelligence organisations,
depending on the researcher’s access.

Interviews can provide insider descriptions of innovation processes. This data collection process is
well-established, but still little used in Intelligence Studies research.''* Researchers can use inter-
views and semi-structured questionnaires as well as focus groups to explore employee perceptions
regarding innovation. While interviews can provide useful information, they are less useful than
surveys for showing broad trends across an organisation or community. For this reason, if it is
possible to combine surveys and interviews, the resulting analysis is more compelling.

Another common approach is to use case studies, or more specifically, we recommend focused-
case comparison.''® In these studies, the researcher selects cases for differences related to the goals
of the study. For example, to tease out the importance of organisational structures, a researcher
might examine an organisation with a flatter structure and one with a more hierarchical structure
that adopted the same technology. This would allow for an examination of structure that affects
innovation processes. Therefore, these types of studies are useful for testing the theoretical frame-
work and making modifications. A drawback of this approach is the need for an extensive amount of
data to conduct a fine-grained analysis of each case.

We recognize that intelligence studies are only at the beginning of gaining a structured under-
standing of how intelligence organisations innovate. Introducing the established organisational
studies literature provides us with the conceptual lens that was lacking. Using this lens future
research should further refine the framework of innovation capability as well as focus on specific
innovations within intelligence organisations.
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